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Onucanne IOT Vega Server

CeteBomn cepsep IOT Vega Server 3TO WMHCTPYMEHT AO1S OpraHusaunm ceTemn
ctaHaapTta LoRaWAN nto6oro macuwtaba.

MpeaHa3HavyeH ons ynpaBaeHMs OMOPHOM CeTbo 6a30BbIX CTaHLUMM, paboTatoLLMX
noa ynpasnenmem [10 Packet forwarder oT komMmnaHumM Semtech, npuema [aHHbIX C
OKOHEYHbIX YCTPOWCTB W MNepefavym MUX BHELWHUM MPUIOXKEHUSM, a TakKXe nepenaym
JaHHbIX OT BHELLHWMX npunoxeHn Ha LoRaWAN ycTponcTsa.

CepBep paboTaeT no cneundukaumm LoRaWAN 1.02 v nopaepxuBaeT ntobdble
OKOHEeYHble YCTPOMNCTBA, paboTatoLme COrnacHoO AaHHOW BepCUmM cneumdbmkaumn.

Bce npuHATbIE OT OKOHEYHbIX YCTPOWCTB AaHHbIE COXPAHAIOTCH BO BCTPOEHHOW B
IOT Vega Server 6a3e gaHHbIX 1 BCerga AOCTYMHbI AN BHELWHUX NPUIOXKEHN.

OTkpbITbIN API, ocHOBaHHbIN Ha TexHonornn Web Socket nossongeT nogknoyaTb
K IOT Vega Server BHeWHME MPUIIOXKEHUS U NUCMNOJSIb30OBaTb BO3MOXHOCTM LORaWAN
CeTen B BalLMX MNPOEKTaX.

IOT Vega Server BbiNyCKaeTCs B BWAE KOHCOJNLHOIO MPUIOXEHUS  ANs
onepaunoHHbix cnctem Windows u Linux 1 sBngeTcs 6ecnaaTHbIM Anst CeTel eMKOCTbHO
10 1000 OKOHEeYHbIX YCTPOMUCTB.

Ons ynpasneHusa cepsepom ucnonb3yetcsd npunoxeHune |OT Vega AdminTool ¢
MPOCTbIM OPY>XXECTBEHHbIM NHTEPDENCOM. AdminTool OTKpbIBaeT nepes
aAMUHUCTPATOPOM CepBepPa LUMPOKME BOZMOXHOCTW MO ynpasneHuto ceTbio LoRaWAN.
C AdminTool Bbl MOXeTe f06aBNSATb B CETb HOBblE OKOHEYHble ycTponcTea LoRaWAN,
NpOCMaTPMBaTb KapPTy CETU, KOHTPOJMPOBaTb 6a30Bble CTaHUMM, a TakKXe ynpaBnsThb
npasBamu nonb3oBatenen. |OT Vega AdminTool npenocraensetca 6ecnnaTtHO B BuAe
Web-npunoxeHus, a Takxke ang onepaumoHHbix cnctem Windows, Android, 10S.

[ns paboTbl C YCTPOMCTBAMM NUCMONb3yeTCs KIMeHTCKoe npunoxeHne |OT Vega
Pulse Cc WWMPOKMM CNEKTPOM BO3MOXHOCTEN MU3BAEYEHWUS] OaHHbIX, O6PABOTKM U
npeacTaBneHust B pa3nnyHbix GopmaTax (Tabnmua, rpaduk, OTHET, AMarpaMmma).
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BO3MOYXHOCTW

Mopneprkka Noodbix OKOHEYHbIX ycTponcTs LoRaWAN 1.0.1
[Mopnep»ka OKOHEYHbIX YCTPOMUCTB Knacca A n C
BcTpoeHHas 6a3a gaHHbIX

Yno6HOe NMpuIoKeHne aaMMHNUCTpaTopa

[MocTpoeHMe KapTbl CETH

YnpaBneHue Nob3oBaTENAMU CETH

MbKasa HaCTPOWKa NOAKIOYEHHbIX K CEPBEPY YCTPOMCTB
Moaaep»xKa MPOn3BObHbIX YaCTOTHbIX MIAHOB

OHnamH MNPOCMOTP MAKETOB C KaXAOro YCTPOMCTBa (HMCxogaume w
BOCXOASLME MaKeTbl)

o [paduKku CBSA3M N5 KaXKLOro YCTPOMCTBA B CETU

0O O 0O O O O O O O
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JJABCOJ’IIOT

YCTaHOBKa

MNepen o6HoBNEeHMEM (yCTaHOBKOM HOBOW BEepCUM) CepBepa, PEKOMeHAyeTcs
BbIMONMHNTb pPE3EepPBHOE COXpaHeHne 6a3bl AaHHbix (BJ1) w ¢amna HacTpoek no
cnenyowmmM NpudnHam:

e HOBas BepcCus cepBepa mMoamoduumpyet cCTpykTypy bl, nostomy, B cnyvae
Heo6XOAMMOCTM BO3BpaTa K NpeablayLLen BepCumn, CepBep He CMOXET paboTaTb C
m3meHHom b/J;

e dann C HaCTPOMKaMUM 3aMeHseTCs GanioM 13 YCTAHOBOYHOIO NnakeTa, TEM CaMbIM
BO3BpallaeT CTapble HACTPOMKM K 3HAYEHMSM NO yMOondaHuio. O6HoBAeHWE dalna
HaCTPOEK HEOBXOAMMO, MOCKOJIbKY B HOBOWM BepCUW cepBepa LO6aBNEHbl HOBbIE
HaCTPOWKMW.

Bepcus gna Windows He TpebyeT yCTaHOBKM. HEO6XOAMMO pacnakoBaTbh apXxmB U
3aMyCTUTb MCMNOIHAEMbIN dain.

Ong KOppekTHOM paboTbl cepBepa HEOOXOAMMO 06S3aTeNbHO YCTaHOBUTbL Obe
BEpPCUM BUBNNOTEK, KOTOpble HaxoasTcs B anpekTopun IOT Vega Server/msvc c++ 2013.
[Mocne 3TOro MOXHO HauYMHaTb PaboTaTb C CEPBEPOM.

Bepcus gna Linux nocTtasnsgeTcs B Buae yctaHoBouyHoro DEB naketa gns 32-x u
64-X pa3psaHbIX CUCTEM.

[Mpouecc yCTaHOBKM NPUAOXEHNS Ha Linux:

e ckayvaTb damn Ha lK;

e YCTaHOBMUTb, BbINOAHMB KOMaHAy: sudo dpkg —i /nyTb/k/danny/iot-vega-server-
1.1.1.deb;

o 019 KOHPUIYPUPOBAHUA HEO6XOOAMMO U3MEHUTb coaepxmmoe damna ¢
HacTpowkamu /opt/iot-vega-server/settings.conf;

e [J19 3aMnyCKa cepBepa B paboTy HEOH6XOAMMO BbINOAHUTL cKpunT sudo ./iot-vega-
server.sh B aupektopumn [opt/iot-vega-server nm6o HanmcaTb HOBbIA CKPUNT C
yKasaHMeM nyTu K 6ubaMoTekam (ANPEeKTOpUst YCTaHOBKM).
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HacTpounku

CepBep paboTaeT B aBTOHOMHOM pexume, TpebyeTcs NuMlb MepBOHaYanbHOe
KOHPUrypupoBaHMe nepen 3anyCcKom cepsepa. YTobbl OCyLEeCTBMTb NepBOHAYaNbHYHO
HaCTPOWMKY cepBepa HeobXxOoAMMO 3aMTM B MNanky C dannamm cepBepa WM OTKPbLITb
settings.conf ¢ nomoublo NO6Oro TEKCTOBOro pedaktopa (Hanpumep, «BnokKHOTY»).
Conepxumoe danna BbIrSanT cnenyowmm 06pa3oMm:

# Host connection settings

[host]

# |P-address for UDP connection (gateway connection)
ip=127.0.0.1

# Port for UDP connection (gateway connection)
udpPort=8001

# Port for TCP (WebSocket) connection

tcpPort=8002

# "path” part of webSocket address

webSocketPath=/

# Flag of using SSL encryption for WebSocket
useSSL=0

# SSL certificate filename (certificate must be in server’s directory)
certFileName=cert.crt

# SSL key filename (key must be in server’s directory)
keyFileName=key .key

# LoRaWAN network settings

[loral

# LoRaWAN network identifier (should be random between 1 and 127)

networklD=1

# Flag for using Plug-and-Play gateways function.

# If this value is 1, server would automatically append all gateways which connected to one
usePnPGateway=1

# Super user options

[root]

# Login for super user

root=root

# Password for super user (recommendation: change this password to your own)
password=123

# Console settings (volume of debug information)

[console]

# Maximum level of console messages that will be shown (levels of messages represented below)

maxMsglevel=20

# Maximum level of console messages that will be saved into LOG file (levels of messages
represented below)

maxLogMsgLevel=0

# Console message levels:
# errors =0

# uplink =1

#downlink =2

# warning =3

# info =4

# debug =20
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Cekums [host] coaepXmT HaCTPOWMKM MOPTOB M CETEBbIX COEANHEHU:
ip — IP agpec yepes KOTOPLIN ByAyT paboTaTb 6a30Bble CTaHLNU;

[aHHbIN napameTp HEO6XOAMMO N3MEHUTb Ha KOppeKTHbIN IP agpec,
yepes KOTOpbI 6yayT pa6boTtaTtb 6asoBble CTaHuuMu. B npoTuBHOM
cny4ae cBfi3n ¢ 6a30BbIMU CTaHUMAMM He bypneT

udpPort — nopT Ans 6a3osbix cTaHuum (bC);
tcpPort — nopT Ans BHEWHMUX NpUNoXeHn (B Tom yncne gng AdminTool);
webSocketPath — copepxumoe mons «nyTb» B agpece WebSocket. Ecan 3agaTth B
JaHHOM rmone /ws, To npu noakmoyeHnn n3 AdminTool HyHO 6yneT ykasbiBaTb
ws://address:port/ws;
useSSL — dnar paspelweHns ncnonbloaHmsa SSL wndposanms ang WebSocket;
certFileName — nmsa danna, B KoTopom cogepxmtcs SSL cepTndumkaT (C paclumpeHnem);
keyFileName — nma danna, B KoTopom coaepxmtcs SSL kntod (C paclumpeHmem).

Ons  HanaxuBaHWa KOppeKTHoM paboTbl SSL  wndpoBaHUs HEOHBXOAMMO
BbIMOJIHUTb CNeaytolmne 4ENCTBUS:

e nonyunTtb SSL cepTudmkaT (M KNtoY), NOANNCAHHBIN JOBEPEHHBIM LIEHTPOM
cepTudurKaumm (3TO MOXeT 6biTb U BECNNATHBLINM AOBEPEHHbIN LEHTP, Hanpumep
sslforfree nnu letsencrypt);

e ycTaHoBUTb OpenSSL Bepcun 1.0.2 (cepsep ¢ Bepcuen OpenSSL 1.1.0 He
paboTaeT);

e cCKOMMpPOBaTb Pannbl cepTudmMKaTa M Kaoda (ans linux 4OCTaTOYHO CO3aaThb
CCbINIKM) B AMPEKTOPUIO C CEPBEPOM;

e paspelnTb UCNOb30BaTh SSL WndpoBaHmMe, NponucaTb COOTBETCTBYOLNE
nMeHa dannos (C cepTUOUKATOM U KIIOYOM) B KOHOUIYPaALMOHHOM danne;

e 3aMyCTUTb CepBep, NPOCNEANTb 338 BO3MOXHbIMU OLUNOKaMM.

Cekuwms [lora] conep>XmnT aaHHble ong naeHTudmkaumm B LoRa-cetu:
networklD — onpenensdet naoeHTudmkatop LoRaWAN cetu. lNepepn 3anyckom cepsepa
HEOB6XOAMMO YCTAaHOBUTb C/lydanHOE 3HavYeHMe B AnanasoHe oT 1 4o 127 BKAKUYMTENBHO;

Ecnn B HenocpeactBeHHoW 6am3ocTn 6yayT paboTaTb HECKOJIbKO
ceten LoRaWAN, koTopble mncnonbdytot oamHakosBble NetworklD -
KaXpas U3 ceTen MNPOAOMKUT PaboTy B HOPMANIbHOM pexume, HO
nepyoanyeckm 6yayt nosBAATbCS OWWUOBKM O HEKOPPEKTHOCTU
NwkSKey Toro nnm nHoro yctponcrsa:

Ne

“INVALID_DEVICE_NETWORK_SESSION_KEY”

usePnPGateway — ¢nar paspelueHuns aBToMmaTuyeckoro gobasnenus bC Ha cepsep. Ecnu
3Ta OnNuus paspelleHa, cepsep MOy HeM3BeCTHy paHee bC byaet nob6aensTb B
CMUCOK 3aperncTpupoBaHHbix BC ¢ mapameTpamm No yMon4YaHuio.

Cekumsa [root] onpenenseT naeHTUOUKaALMOHHbIE AaHHblE Cynepnosib3oBaTens,
rae root — noruvH, a password — naponeb.

Cekuums [console] 3apaeT HaCTPOMKM O6beMa BbIBOAMMOM MHPOPMALIMN B KOHCOJTb
n coxpaHenus ee B LOG dann (mapameTpbl AaHHOWM CeKUMU OBHOBASIOTCH KaXKAYyHO
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MWHYTY, MO3TOMY AN51 U3MEHEHWS YPOBHS BbIBOAMMbIX COOBLLEHMN Nepe3anyCK cepBepa
HE HYXXeH):

maxMsglLevel — MakCMMasnbHbIM YPOBEHb COOBLLEHNI (BKIKOUMTENBHO), KOTOpbIE 6yayT
OTOb6paxXaTbCs B KOHCONM cepBepa. PaclumppoBKka YpOBHEN COOOLLEHUA MpuBeAeHa
HUXeE;

maxLogMsgLevel — makCManbHbIN YPOBEHb COOBLLEHNI, KOTOPbIE BYAYT COXPAaHATHLCS B
LOG oann.

YPOBHM COOBLEHNIN KOHCOJN:

e 0 =Co0b6LIEeHMS C KPUTUYECKMMU OLLUMBKaAMMU;

e 1=ncxopswme (uplink) coobuieHus;

e 2 =Bocxogsuwme (downlink) coobLieHuns;

e 3 =Co00LeHNs C MpeaynpexaeHnamm;

e 4 = HOOPMALIMOHHbIE COOBLLEHMS (3a4aCTyto HeCYT MHPOPMaLMIO OTNaA0YHOro
XapakTepa);

e 20 = coobleHuns C 0OTNago4YHOM MHPOPMaUMEN.

Komanabl ans cepeepa npueeneHsbl B damne APl IOT Vega Server Rev2l.pdf.
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IOT Vega AdminTool

MO 10T Vega AdminTool gdBnsetca  yaobHoim  Web-npunoxeHnem  ans
aOMUHNCTPUPOBaAHMA CepBepa WM MNO3BONSET A06aBNATb B CETb HOBblE OKOHEYHble
ycTponcTtea LoRaWAN, npocmaTpmBaTb KapTy CETU, KOHTPOIMPOBATb 6a30Bble CTaHLNN,
a TaKXe yrnpasnsdTb NMpaBaMu NOJIb3OBaATENEN.

Pa3bepem npMMep NOAKIOYEHNS HOBOM UM pPeaaKTUPOBaHUS NapaMeTpoB
cyuwectywouwen bC Ha cepsepe (Puc. 1).

Gateway settings

Main settings Location
TX channel Latitude
Transmit power Longitude

14 0

RX only Companion Gateway Altitude

Comment

Close

Puc. 1. OkHo nogkntoyveHnsa bC Ha cepsep.

Obs3aTenbHble HaCTPOMKM:
Gateway ID — noentnomnkatop bC (16 wecTHaguaTepmnyHbIX CuMBona — 8 banT);
TX channel — kaHan BC, ncnonblyembin gns nepefavm COOOLEHNIM Ha OKOHEYHbIE
ycTpomncTia (downlink). [laHHbIM NapamMmeTp yKa3sblBaeTCsl B HacTporkax MO
“packet_forwarder” Ha BC (06bl4HO B damne “global_conf.json”). Mo ymonyaHuio
ncnonbsyetcs 0 kaHan,
Transmit power — mowHOCTb BewaHms bC. MakcnManbHass MOWHOCTb BeLLaHNs OObIMHO
obycnosneHa cxemoTexHukown bC n orpaHundera B MO “packet_forwarder”; npu
npeBblleHnn JaHHOro napameTtpa bC 6yneT BoO3BpaLwaTh OWMOKY C COOTBETCTBYHOLMM
KOAOM.

3AeCb HEOBXOAMMO OrOBOPUTHL KPUTEPKM, MO KOTOPbLIM BbiIGMpPaETCs
HEOOBXOAMMOE 3HaYEHME MOLHOCTM BELLaHWS.

Obpatmnmcsa K panny «global_conf.json» 13 HacTpoek MO «packet_forwarder» Ha
BC.

B cnucke oonycTrmMbiXx HA6OPOB MapaMeTPOB BelaHus «tx_lut_..» coaep>xmTcs
Habop MOLLHOCTeN, Ha KOTopbIXx BC MOXeT ocylecTBAsTb Nepedady. s CTaHAAapPTHOrro
CMMCKa 3TO AMana3oH oT -6 1o 27 abm ¢ pa3HbIM Wwarom (scero 16 3HayeHun).
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Tak e nmMmeeTcs NnapaMeTp «antenna_gain», KOTOPbIN ONpeaenaeT yCuieHme
aHTEeHHbI (B AbMm).

B utore, pasHuua BennumH « Transmit power» 1 «antenna_gain» AOHKHa
COOTBETCTBOBATb OAHOMY M3 3HaYEHUN K3 crincka «tx_lut_..». Hanpumep,
«antenna_gain» = 3 0bM 1 nnaHupyeTcsa nepenaBaTb AaHHble Ha MOLWHOCTM 10 obm
(«Transmit power»). Pa3Huua mexay «Transmit power» 1 «antenna_gain» cocTasnseT
70BM, HO TaKOro 3HavyeHus HeT B crnmncke «tx_lut_..» (1 ecnm ncnonb3oBaTb TakoW HAbOP
napamMeTpoB, TO MNPV MOMbITKE OTNPaBKM AaHHbIX, BC 6yaeT npmucbinate CoOodLEHNE C
OLLUMBKOM O HEKOPPEKTHOM MOLLHOCTK). Banxanwwme paspelleHHble 3HaYeHns 13
«tx_lut_..» 310 6 1 10 obM, COOTBETCTBEHHO, A1 TAKOW KOHOUIypaLnmM pa3peLleHHble
3HayeHusa «Transmit power» 6yayT 9 wnm 13 abm.

RX only — dnar, ykasbiBatowmin, 4to bC paboTaeT TONbKO Ha npmeM. [1pn yCcTaHOBKe
JaHHOro ¢nara, nepefaya AaHHbIX Ha OKOHEYHble YCTPOMCTBA Yepe3 COOTBETCTBYOLLYIO
BC 3anpeleHa. laHHas onuusa BBeAEHa 419 OpraHmn3aumm «NonHo-aynnekcHom bC»: 1o
BApPUaHT KOrAa B HeNOCPeACTBEHHOW 6AM30CTU yCTaHOBAEHO ABe bC v ogHa 13 HUX
paboTaeT TONbKO Ha NPUEM, a BTOpast PaboTaeT B OObIMHOM pexxume. [1pu 3ToMm
LOCTUraeTCs HeMpPepbIBHOCTb MPOCYLIMBAHNSA paanosdumpa;

Companion Gateway — nagentnoumnkatop bC KoMnaHbOHa, paboTatowen B HOPpMasbHOM
peXume npu opraHn3aumm «NOJHO-AynnekcHom bCx»;

Comment — none ons KoMmmeHTapusa (Hanpumep, HammeHoBaHus bC);

O6nacTtb Location — copepxnt nons ansg BBoAa KOOpAMHAT pasmelteHns bC:
WMPOTa, AONAroTa, BbicoTa. Ecnm B BC nmeetcsa BcTpoeHHbin GPS npremMHuk, BBeAeHHble
KOOPAMHATbI OyAyT O6HOBMIEHbI aKTYaNIbHbIMU 3HAaYEHUAMKM aBTOMATUYECKMU.

PaszbepeM npumep perncTpaumm HOBOro yCTPOUCTBA MW U3MEHEHUS
napameTpoB cyllecTsytollero (Puc. 2 n Puc. 3).

Ha Puc. 2 npeactaBneH CHMMOK GopMbl AN peErmcTpaumm yCTpomncTea C
yKa3aHMeM OCHOBHbIX MapaMeTpoOB.
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Device settings

Activation by personalisation (ABP) Over-the-air activation (OTAA)

i-device address (devAddr Application identifier (AppEUI)

Aplication session key (AppSKey) Application key (AppKey)

Main settings Location

End-device name Latitude
i-device identifier (DevEUD Longiuce

jevice clas Altitude

Expert settings

Puc. 2. OCHOBHble MapaMeTpbl 415 PeErmcTpaLmm yCTpoOMCTBa Ha CepBepe.

O6nacTb Activation by personalization (ABP) conepxmT napameTpbl HEO6XOAMMbIE
A9 perncTpauum yCTPOMCTBa Ha cepBepe yepes ABP:
devAddr — agpec yctponcTtea B LORaWAN ceTun. 210 32-x pa3psaaHoOe 4ncio B
lwecTHaauaTepnyHom Buae, Hanpumep 012345AB;
AppSKey — CECCMOHHbBIN KTHOY MPUTOXEHUS — 3TO CTPOKa 13 32-X LWeCTHaALATEPUYHbIX
CVMBOJIOB;
NwkSKey — ceTeBOM CECCUOHHbBIN KNOY — 3TO CTPOKa 13 32-X LWeCTHaALATEPUYHbIX
CYMBOJIOB.

O6nacTtb Over-the-air activation (OTAA) conepxmT napameTpbl HEOOXOAMMbIE AN
perncTpaumnm ycTpomcTea Ha cepsepe yepes OTAA:
AppEUI — EUl nogeHTndmrkaTop NpunoxeHms yCTpomncTea — CTpoka 13 16-tu
LWeCcTHaaLATEPUYHbIX CMMBOJOB;
AppKey — Knto4 NpUNoXeHus yCTPONCTBA — 3TO CTPOKA M3 32-X WeCTHaALaTEPUYHbIX
CVMBOJIOB.

Ons pernctpaumm yCTponCTBa AOCTAaTOYHO yKa3aTb XOTS Obl OANH U3 TUMOB
aKTMBaUMKM UM 0ba cpasy.

O6nacTtb Main settings conepxuT cneaytowme napameTpbi:
End-device name — nonb3oBaTenbCKkOe HaMMeEHOBaHMeE YCTPOWCTBA;
DevEui — EUl noeHTUdMKaTOP YCTPOMNCTBA (YHMKANbHbBIN HOMEpP YCTPOWCTBA) - CTPOKA U3
16-T1 WeCTHaALaTEPUYHbBIX CUMBOJIOB;
End-device class — knacc ycTponcTsa. 9TOT NapaMeTp MOXET MPUHUMATb ABa 3HAYEHUS:
CLASS_A nn6o CLASS_C. lNMopaeprkka yctponcts CLASS_B HaxoanTcs B pa3padboTkKe.
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O6nacTb Location conepxumt nonga ans ykasaHus KOopanHaT pasmelLeHmns
YyCTPOMCTBA: LUMPOTA, AONrOTa, BbICOTA.

Regional settings

Frequency plan

Class C device reaction time, (ms)

1000 EL8B68 v
Use Downlink queue for Class C Ne Frequency Enabled
| 4
Adaptive data rate 2 AeD v
v
¢| Enable server ADR
867100000 v
Preferred data rate
867300000 v
DR5S v
Preferred transmit power 3 867500000 J.
14 dBm v 867700000 v
o
Device RX settings RX2 Frequency, Hz
869525000
RX window
v
RX1 delay
1s v
RX2 data rate

DRO v

Join accept delay 1

Puc. 3. OKkcnepTHble NapaMeTpbl 4S8 PErMCTPaLMM YCTPOMCTBA Ha CepBepe.

HaxaB Ha ranoyky Expert settings, MOXXHO MOAYyYNTb AOCTYN K SKCMEPTHbLIM
HacTpOWMKam ycTpomncTea (cm Puc. 3).

O6nacTb Class C device settings noctynHa Tonbko yctponcteam CLASS_C.
JoCTynHbl cnepyowme napameTpbl:
Class C reaction time — Bpems peakunm yctponctsa CLASS_C. 210 Bpems mexay
OKOHYaHMEM NpremMa COObLLEHNS CepPBEPA YCTPOMCTBOM U Ha4YaIOM OTMNPaBKM
BO3MOXHOIO OTBETa OT YCTPOWCTBA (T.€. MO CYyTWN BPEMS HA MOAFOTOBKY BO3MOXHOIO
oTBeTa). [lapameTp BBeAEH A/19 YAYULLEHMS KaYeCTBa PaboTbl C COOBLLEHNIMU OT
cepBepa K yCTpomncTBam knacca C;
Use downlink queue for Class C — ¢nar paspeluatoimin nOMeLLaTb NakeTbl AN OTNPABKN
B ouepenb OTnpaBkuM. 3a4acTyto yctponcTtBa CLASS_C paboTatoT B “online” pexume un
€C/IM NaKeT He AOCTaBNEH A0 YCTPOMCTBA B HACTOALLMIM MOMEHT, TO ero JOCTaBKa yXe
He TpebyeTCcs — B TaKOM C/ly4Yae ovepeb MakeToB He HYXHa. [laxke HAo60opoT, ovepeab
CbIFrpaeT HEraTMBHYIO POJIb, KaK HAKOMUTENb Y)Ke YCTapeBLlen MHbopMaLmm, KoTopas
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byneT nepefaHa B 06s3aTeflbHOM NopsiaKe, 3aHUMas admnpHoe Bpemst. 1o yMonyaHuio
ONUMS BbIKTHOYEHA.

O6nacTtb Adaptive data rate coaep>xmt HacTpomnku anropmtma ADR,
npeaHa3Ha4YeHHOro Aas aBTOMaTUYECKOro U3MEeHEHMS CKOPOCTM BelllaHMUS YCTPOMCTB B
3aBNCKMMOCTM OT KauyeCTBa CBS3U (B YCNOBMAX XOPOLLEro NpMemMa CKOpPOCTb 6yaeT
YBENMUYMBATHLCS, TEM CaMbIM CHUXas BPpeEMS nepefayn NakeToB M yBENNYMBaAs CPOK
CNy>Obl yCTPOWCTBA OT b6aTapew):

Enable server ADR - ¢nar, paspewatowmin paboTy anropmtma ADR Ha cepsepe a4
KOHKPETHOro yCTPOWCTBa (eCnu ranoyka cHaTa, CepBep He ByaeT peryanpoBaTb
CKOPOCTb Nepefayn yCTponCcTBa, Aaxe ecam anroputm ADR Ha caMOM yCcTpouncTae
aKTUBUPOBAH);

Preferred data rate — 3Ha4yeHune DR (CKOpPOCTU), K KOTOPOMY OyAET CTPEMUTLCS aITOPUTM
ADR cepsepa;

Preferred transmit power — MOLHOCTb NepefaTymka yCTPONCTBA, KOTOPYIO CepBep
3a[lacT emMy Npu o4epeHOM CeaHCe CBs3N.

MapameTp Preferred transmit power ctout usameHATb (yMeHbLiaTb
OTHOCUTENIbHO 3HA4YeHMs MO YMOJIYaHMIO) B TOM CJly4ae ecnu
KayecTBO CBA3M /11 YCTPOMCTBA Ha MaKCUMAJIbHOM CKOpPOCTHU
YAOBNETBOPUTENILHO

O6nacTtb Device RX settings coaepmT HaCTPOMKMN NPUEMHBIX OKOH YCTPOWNCTBA:
RX window — HOMep npreMHOro okHa (1 nnm 2), yepes KOToOpoe CepBeP MO YMOHYAHMIO
6yneT nepenasaTth AaHHble. ECM yCTaHOBUTL 1-Oe OKHO, TO B C/ly4Yae eC/in CepBep He
MOXeT OTMNPaBUTb AaHHble B 1-0e NnpnemMHoe OKHO (Hanpumep, HeT ceoboaHom bC), To
OyAEeT BbIMOJHEHA MOMbITKA OTMPaBUTb AaHHbIE BO 2-0€ MPUEMHOE OKHO;
RX1 delay — 3aaeprkka OTKpbITUS YCTPOMCTBOM MEPBOrO MPUEMHOIO OKHa (Mo
yMON4YaHuo 1 cekyHaa). 2-0e NMpneMHoe OKHO OTKPbIBAeTCS BCeraa (ecnu B nepeoe
NPUEMHOE OKHO AaHHble He 6blIM NPUHSATHI) Yepes 1 cekyHay nocne 1-ro;
RX2 data rate — ckopocTb nepefaym AaHHbIX 419 2-ro0 MPUEMHOIO OKHa;
Join accept delay 1 — 3agepxKka OTKPbITUS YCTPONCTBOM MEPBOrO MPUEMHOIO OKHa A4S
NoNyYeHUs PErmMcTpaumoHHOM MHGOpMaLMK Npu akTnBaLmm B ceTn cnocobom OTAA (no
yMONYaHuo 5 cekyHa).

O6nacTtb Regional settings coaep>XmT HaCTPOMKM YaCTOTHOTrO MaaHa ans
COOTBETCTBYIOLLErO YCTPONCTBA. 34eCb NpeanaraeTcst BbiIbOp U3 ABYX CYLLECTBYOLMX
HabOopPOB (OPULMANbHBIN EBPOMENCKNIN YAaCTOTHbBIN MaH M OAVH M3 BAPUAHTOB
POCCUMCKOro YaCTOTHOrO MJlaHa), a TakXe MMeeTCs BO3IMOXHOCTb HAaCTPOUTb
YHWKaNbHbIN HABOP YaCTOT.

Kaxabl 13 HA6OPOB YaCTOT COCTOUT U3:

e Tpex KaHanoB C GUKCUPOBAHHbIMKM YaCTOTaMK (AaHHbIE KaHaNbl XECTKO
3a[iaHbl B YCTPOUCTBE 6€3 BO3MOXHOCTU UX M3MEHEHNS Yepe3 NPOTOKO
LoRaWAN);

e NSATW KaHANOB AJ1s MpUeMa 1 nepeadm cooblieHnin. Ecnm kaHan He
NCMONb3yeTCs, HEOOXOAMMO 3a4aTb HYJIEBYIO YaCTOTY U OTKIIKOUYNTD
COOTBETCTBYIOLLYIO rasioyky B HacTpowmkax Enabled;

e OJHOrO KaHana, onpenensioLlero 4actoTy NpuemMa AaHHbIX 415 BTOPOro
NPUEMHOTO OKHa.

Macka aKTMBHbIX KaHanoB (cnncok dnaros Enabled) pacnonoxeHa cneea oT nonen BBOAa
4aCTOTbl U COAEPKUT DNarm OTKIOHEHMS/BKIKOYEHWS COOTBETCTBYIOLLMX KaHANOB
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(4acTOT) Ans Nnepefayvm AaHHbIX Ha yCTponcTBe. JaHHbIM NnapameTp nepenaeTcs
ycTpomncTBy npu kaxaon JOIN npoueaype v B Kaxkaom coobuieHnm anropmntma ADR
(ecnn ADR pa3speLueH).
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NHdopmMauma o poKyMeHTe

3aronoBok IOT Vega Server
Twrn LOKyMeHTa PyKkoBOACTBO
Homep fgokymeHTa BO2-server-01
Homep v fnata nocneaHewr pesmsnm 07 o1 27.09.2017

2TOT AOOKYMEHT NMPpUMMEHNM K CrieyWMM MPOaAYKTaM:

Tvn npoaykTa HasBaHue npoaykTta
[MporpammHoe obecnevyeHue IOT Vega Server

IOT Vega Admin Tool

VicTopms peBm3nm

PeBmsua [aTa Ums KommeHTapum

01 05.06.201/ KEB IlaTta co3gaHug LOKYMeHTa

02 06.06.2017 MAU Menkre npasku

03 16.06.2017  KEB Menkume npasky

04 10072017  MAM LLo6aBnet| pa3nen «YCTaHOBKa», MCMpaBneH pasaen
«HacTpowka»

05 14.08.2017  KEB Menkume npaskK

06 31082017 MAM Hob6asneH pasnen «IOT Vega AdmlpTool»,
CKOPPEKTMPOBaH pasaen «Hactpomka»

07 27.09.2017  MAU Menkune npasku B pasnene «IOT Vega AdminToolb»
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